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Web Security



Website hacking

* Websites are public and easy access targets.
* Websites have few developers.

* There are many tools for web hacking.
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Web Attacks

e Common web attacks
* Brute Force
* XSS
* CSRF
* RFI, LFI
 SQLi
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DVWA

* Damn Vulnerable Web Application (DVWA)
* is a PHP/MariaDB web application that is damn vulnerable.
* |ts main goal is to be an aid for security professionals to test their

skills and tools in a legal environment.
DVWA

* https://github.com/digininja/DVWA
Damn Vulnerable Web Application
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Webgoat

* WebGoat is ainsecure application that allows you to test
vulnerabilities commonly found in web.

* https://owasp.org/www-project-webgoat/

B WEBGOAT
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Brute Force

 Brute Force Attack

* a brute force attack is a method used to gain unauthorized access
to a system by systematically trying all possible combinations of
passwords until the correct one is found.

* This method can be time-consuming.

How a Basic Brute Force Attack Works

== E]

Guess List of
Attacker Repeats Login Successful
Username & Attempts Until Credential Validation

Password
One Is Successful

Combinations 7 / 3 O
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Dictionary Attack
* is a method to break passwords or encryption keys.

* Unlike a brute force attack, which tries every possible
combination of characters, a dictionary attack uses a pre-defined
list of potential passwords, often derived from common words,
phrases, or previously leaked passwords.

& common-password-list ' Public @ Watch 4

- ¥ 1Branch © 0 Tags Q. Go to file t Add file ~ <> Code ~

[ READMEmd

[ openwall.netgz

S p r| n g 2 O 2 5 [ totse.info.txt
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Brute Force Mitigation e
traffic lights

If theen ane non, click dlip

* Captcha
 2FA
 Rate limit

pe the characters you sec in this picture

=@

h"“‘"*"“*“

Type the two words:
|pheney Security

m Problems signing up?

By signing up, you agree to the Terms of Service and Privacy Policy.

W
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XSS attacks

* Cross-Site Scripting (XSS)
e Session and some useful information stored in cookies.

* |f attacker can run JavaScript on victim browser he/she can
access cookies.

Cross-Site Scripting (xss)

* XXS runs java script code.

th attacker injects a pyld eThwbtt smits the
n the wel b ite’s databas ictim’s browser the page
wthml us Javascri pttht wthth attacker’s pyl ad.
steals co kes. The ctm b owse cutes
Web5|te the malic pt

oTh ttak extracts

k ftwhh

@ on hijacking.
ot

Attacker Websne Visitor

0 Attacker discovers a website o After script execution victim

for having script injection sends his cookie to the attacker.
vulnerabilities.
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XSS Types

* Stored XSS (Persistent XSS):

* |n this type of attack, the malicious script is stored on the server (e.g., in a
database, message forum, or comment field) and is served to users when they
access the affected page.

* Reflected XSS (Non-Persistent XSS):

* |In reflected XSS, the malicious script is not stored but is reflected off a web
server.

* The attack typically occurs when a user clicks on a specially crafted link that
includes the malicious script as part of the URL or form submission.

e DOM-based XSS:

* In DOM-based XSS, the vulnerability exists in the client-side code rather than the
server-side.

* The attack occurs when the client-side JavaScript modifies the Document
Object Model (DOM) and executes the injected code.
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XSS Demo

* DVWA: Vulnerability: Stored Cross Site Scripting (XSS)
* Set security to low
* http://127.0.0.1:42001/vulnerabilities/xss_s/
e <script>alert('XSS');</script>

v | (& Vulnerability: Stored C | DVWA Security a
¢ X @ 127.0.0. ulnerabilitiesfxs . .
Setup | Reset DB Security Level

Security level is currently: low.

127.0.0.1:42001 says I - p— -
S ¥ You can set the security level to low, medium, high or impossible. The security level char

Command Injection level of DVWA:

CSRF 1. Low - This security level is completely vulnerable and has no security measures

as an example of how web application vulnerabilities manifest through bad codin,
File Inclusion ; p p ,
as a platform to teach or learn basic exploitation technigues.

File Upload 2. Medium - This setting is mainly to give an example to the user of bad security p
developer has tried but failed to secure an application. It also acts as a challenge
Insecure CAPTCHA exploitation techniques.
3. High - This option is an extension to the medium difficulty, with a mixture of harde]
SQL Injection practices to attempt to secure the code. The vulnerability may not allow the sam
exploitation, similar in various Capture The Flags (CTFs) competitions
SQL Injection (Blind) 4. Impossible - This level shauld be secure against all vulnerabilities. It is used to

Weak Session IDs source code to the secure source code
Prior to DVWA v1.9, this level was known as ‘high'.

XSS (DOM)

i
XSS (Reflected) [Low [ Suomi |
XSS (Stored)
CSP Bypass Security level set to low
JavaScript
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idor

* Insecure direct object references (IDOR)

* IDOR are a type of access control vulnerability that arises when an
application uses user-supplied input to access objects directly.

¢ Example: https://insecure-website.com/account?customer_number=132355

1000

1001

1002
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iIdor Demo

e Start point:

* http://127.0.0.1:8080/WebGoat/start.mvc?username=kish2025#lesson/IDOR.le
sson/0

* WebGoat/IDOR/profile/2342384
 GET /WebGoat/IDOR/profile/UserlD HTTP/1.1

General > Reset lesson

(A1) Broken Access Control

mmmmmmmmmmmm ject Reterences Ooeo000°

42 Cryplographic Falres. 5 Direct Object References

(A3) Injection N Direct Object References are when an application uses client-provided input to access data & objects.

(AS5) Securi ity Misconfiguration > Examples

Examples of Direct Object References using the GET method may look something like

(A6) Vuln & Outdated Components >
(A7) Identity & Auth Failure

https://some.company.tld/dor?id=12345

(A8) Software & Data Integrity >

(A9) Security Logging Failures >

(A10) Server-side Request Forgery > https://some. company. t1d/dor /12345

® SrcC. S
* https://thehackerish.com/idor-tutorial-hands-on-owasp-top-10-training/
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http://127.0.0.1:8080/WebGoat/start.mvc?username=kish2025#lesson/IDOR.lesson/0
http://127.0.0.1:8080/WebGoat/start.mvc?username=kish2025#lesson/IDOR.lesson/0

SQLI

* SQL Injection (SQLi)
* is a type of security vulnerability that allows an attacker to
Interfere to application database.

* |t occurs when an application includes untrusted data in a SQL
query without proper validation or escaping, allowing attackers to
manipulate the query and execute arbitrary SQL code.
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SQLi Types

* Error-Based SQL Injection
* The attacker see application errors.

* Blind SQL Injection

* The attacker cannot see the results of the query directly but can
Infer information based on the application's behavior.

* eg: Time-Based Blind SQL Injection

Spring 2025 Applied Data & Network Security 16/30




- SELECT * FROM users WHERE name='Jchn Smith'; --' and password= wrong'

O < | 2 wwwivulnerablebank. com

[ John Smith"; -

[ *hdhkE

v Welcome to your bank
Y account Mr. Smith!
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SQLi Demo

* DVWA: Vulnerability: SQL Injection
* http://127.0.0.1:42001/vulnerabilities/sqli/
* Normalid: 1,2,3, ...
Use single quote ¢ for test
SELECT first_name, last hame FROM users WHERE user_id =‘$id’”;
1"OR'0'=0
1 "or 0=0 union select null, version() #
1" or 0=0 union select null, user() #
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$ python sglmap.py -u "http://debiandev/sqlmap/mysql/get_int.php?id=1" --batch

{1.3.4.44%dev}

epg o ces _|” http://salmap.
['] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent 1
5 illegal. It is the end user's responsibility to obey all applicable local, state and fed

* sglmap

* Accunetix

* HP Webinspect
* Nessus

* Burp Suit

e Zaproxy

Spring 2025

eral laws. Developers assume no liability and are not responsible for any misuse or damage
caused by this program

[#] starting @ 10:44:53 /2019-084-30/

] testing connection to the target URL
1 heuristics detected web page charset 'ascii’
1 checking if the target is protected by some kind of WAF/
1 testing if the target URL content is stable
1 target URL content is stable
1 testing if GET parameter 'id' is dynamic
[ 1 GET parameter 'id' appears to be dynamic
10:4 [INFO] heuristic (basic) test shows that GET parameter 'id' might be injectable
(possible DBMS: 'MySQOL')

M acunetix
< HP Weblnspect’

B BURPSUITE
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More training

* https://application.security/
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WAF

* Firewall can’t detect and block web attacks.
* We must use Web Application Firewall (WAF)

* WAF is a security solution designed to protect web applications by

monitoring, filtering, and analyzing HTTP traffic between a web
application and the internet.

* WAFs are specifically tailored to defend against various types of
attacks that target web applications, such as SQL injection, cross-
site scripting (XSS), and other vulnerabilities.

* Mode Security is a free and common WAF.

Spring 2025 Applied Data & Network Security



Pentest



Penetration test

* How we find vulnerabilities in a web site?

* Which attacks we must consider?

* Is my knowledge enough??

* What is start and end point?

* Penetration Test, often referred to as a pen test.

* is a simulated cyber attack against a computer system, network,
or web application to identify vulnerabilities that an attacker could

exploit.

* The goal of a penetration test is to evaluate the security of the
system and provide insights into how to improve its defenses.
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Pentest methodology

* Penetration testing (pentesting) methodologies provide a
structured approach to conducting security assessments.

* These methodologies outline the steps and best practices that
testers should follow to ensure thorough and effective testing.

* The Web Security Testing Guide (WSTG) is a comprehensive
resource developed by the Open Web Application Security Project
(OWASP) that provides a framework for testing the security of web

applications.
* https://owasp.org/www-project-web-security-testing-guide/

Applied Data & Network Security 24/30
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OWASP @DUJHSD@

* The Open Web Application Security Project (OWASP).

* is a nonprofit organization focused on improving the security of
software.

* |t provides a wealth of resources, tools, and community-driven
projects aimed at helping organizations and developers
understand and mitigate security risks in web applications.

* https://owasp.org
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Evaluation

* We find some vulnerability in web application.
* We don’t have enough time and money to fix all of them!

* Which one is important?
* We need evaluation method to find important vulnerabilities.

Applied Data & Network Security 26/30
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OWASP top 10

* The OWASP Top Ten is a widely recognized list that highlights the
ten most critical web application security risks.

* |t serves as a foundational resource for organizations, developers,
and security professionals to understand and prioritize security
vulnerabilities in web applications.

* The listis updated periodically to reflect the evolving threat
landscape and emerging vulnerabilities.

* https://owasp.org/www-project-top-ten/
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OWASP top 10

2017 2021
AD1:2017-Injection - A01:2021-Broken Access Control
AD2:2017-Broken Authentication ~. - Eazr#:i.-—-—? AQ02:2021-Cryptographic Failures
AD3:2017-Sensitive Data Exposure ---H"“"--I' ~ = A03:2021-Injection
AD4:2017-XML External Entities (XXE) f)-:"j {Fiew] A04:2021-Insecure Design
A05:2017-Broken Access Control / :‘“};H___——? A05:2021-Security Misconfiguration
AD6:2017-Security Misconfiguration — “a:#,;g- A06:2021-Vulnerable and Outdated Components
AD7:2017-Cross-Site Scripting (XS5) " S AD7:2021-ldentification and Authentication Failures
AD8:2017-Insecure Deserialization - = T {(Mew! AD8:2021-Software and Data Integrity Failures

AD09:2017-Using Components with Known Vulnerabilities -~ > A09:2021-Security Logging and Monitoring Failures*

A10:2017-Insufficient Logging & Monitoring —_— (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey
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OWASP top 10 common mistakes

* |t’'s not fixed and you can change order based on your web
application.

* |It’s not Pentest methodology!
e |t’s order is sorted based on Risk not Critical vulnerabilities.
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Feedback Time
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