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Scan

• Scanning a network and its ports is a common practice in network 
administration and security assessments. 

• It helps identify active devices, open ports, and potential 
vulnerabilities. 

• There is 2 type of scanning
• Host Scan: Find live hosts in network.
• Port Scan: Find open ports on live hosts.
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Scan results



Spring 2025 Applied Data & Network Security 5/22

Scan tools
• Scanner: is a tool used to discover devices, services, and 

vulnerabilities on a network.
• popular scanners

• Nmap
• Zenmap
• Zmap
• OpenVAS
• masscan
• Nessus
• Metasploit
• ….
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nmap

• Free & Open source
• Reliable
• Cross platform
• Popular
• https://nmap.org
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Nmap commands
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Basic NMAP Commands
• Ping scan (Host Discovery)

• The following command is used to perform a ping scan on a target system or 
network. 

• nmap -sn <target IPs>
• TCP Scan

• The following command is used to perform a basic TCP scan on the specified 
target using the Nmap tool.

• nmap <target IPs>
• Version Detection

• The following command is used to perform a version detection scan on the 
specified target system(s). 

• nmap -sV <target>
• More at: https://www.geeksforgeeks.org/top-30-basic-nmap-

commands-for-beginners/
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Nmap results
• Sample results
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Firewall

• A firewall is a network security device or software that monitors 
and controls incoming and outgoing network traffic based on 
predetermined security rules. 

• Firewall just blocks port and IP.
• Firewall can’t understand payload.
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Firewall Types

• Network Firewall
• Is a security device or software that monitors and controls incoming 

and outgoing network traffic for an entire network. 
• It is typically deployed at the perimeter of a network, acting as a barrier 

between the internal network and external networks.
• Examples: pfSense, cisco ASA, FortiGate, …
• Host based Firewall
• Is a security software application that runs on an individual device 

(host) to monitor and control incoming and outgoing traffic for that 
specific device. 

• It provides a layer of security at the endpoint level.
• examples: windows firewall, iptables, ufw, …
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Windows Firewall

• status
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Windows Firewall

• Advanced view
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Firewall rules

• Inbound rules for incoming traffic.
• Outbound rules for outgoing traffic.
• Rule style:

• Src IP, des IP, Allow|Deny
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Linux Firewall
• IP tables

• is a powerful command-line utility.
• iptables is commonly used to implement firewalls, manage network 

traffic, and enhance security on Linux-based systems.
• iptables -A INPUT -p tcp --dport 80 -j ACCEPT

• UFW
• UFW (Uncomplicated Firewall) 
• is a user-friendly front-end for managing iptables firewall rules on Linux 

systems. 
• It is designed to simplify the process of configuring a firewall.
• UFW is particularly popular on Ubuntu and other Debian-based 

distributions.
• sudo ufw allow http
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Firewall limitation

• Firewall can block/unblock port and IP.
• Firewall can’t detect network attacks.
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Intrusion

• Intrusion is any attack type, like:
• Brute Force
• Worm
• DoS/DDoS
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IDS/IPS
• Intrusion Detection System (IDS)
• An IDS monitors network traffic for suspicious activity and potential 

threats. 
• It analyzes traffic patterns and alerts administrators when it detects 

anomalies or known attack signatures.
• Types: 

• Network-based IDS (NIDS): Monitors network traffic for all devices on the 
network.

• Host-based IDS (HIDS): Monitors a single host or device for suspicious activity.
• Intrusion Prevention System (IPS)
• IPS not only detects potential threats but also takes action to prevent 

them. It can block or reject malicious traffic in real-time.
• Functionality: An IPS is often placed in-line with network traffic, 

allowing it to actively monitor and respond to threats as they occur.
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Network location
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IDS Evasion

• IDS can detect all attacks
• Fragment packets
• Overlap packets
• …

• IDS performance is challenging topic.
• Snort & Suricata are famous IDS/IPS
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