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SSL/TLS
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Website Security

• HTTP protocol has no built in encryption!
• If you browse a website some body can sniff it!
• MiTM Attack is possible.
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A Comparison of Threats on the Web 
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TLS Record Protocol Operation
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TLS
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Handshake Protocol Action
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TLS Handshake Protocol Message Types
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Why Hello?

• Why client & server send hello and don’t use fixed protocols?
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SSL/TLS History
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SSL/TLS Usage
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Relative Location of Security Facilities in the 
TCP/IP Protocol Stack



SSH
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Remote Access

• We need remote access protocols to access remote servers.
• Telnet, SSH, RDP, VNC, … are remote protocols.
• Telnet, SSH are command line protocols.
• RDP, VNC hash GUI.
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Secure Shell - SSH

• SSH is a cryptographic network protocol that allows secure 
access to a computer over an unsecured network.
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SSH Demo
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SSH Transport Layer Protocol Packet Exchanges
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Connection via SSH tunnel
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RDP: Remote Desktop Connection
• RDP is for windows OS.
• Provides a user with GUI to another computer over a network.
• We need RDP client & RDP server.
• RDP default port is 3389
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VNC: Virtual Network Computing

• Is a graphical desktop-sharing system to remotely control another 
computer. 

• VNC works on Linux and Windows.
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Security

• RDP: Built-in encryption and security features
• VNC: No built-in encryption; requires secure tunneling (e.g., SSH)
• MiTM Attack is possible for both.
• There are other remote protocols.
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