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SSL/TLS



Website Security

* HTTP protocol has no built in encryption!

* |If you browse a website some body can sniff it!
* MiTM Attack is possible.
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A Comparison of Threats on the Web

Threats Consequences Countermeasures
Integrity ¢ Modification of user data * Loss of information Cryptographic
* Trojan horse browser * Compromise of machine checksums
* Modification of memory e Vulnerability to all other
* Modification of message threats
traffic in transit
Confidentiality | * Eavesdropping on the net * Loss of information Encryption, Web
* Theft of info from server * [ oss of privacy proxies
* Theft of data from client
* Info about network
configuration
* Info about which client talks
to server
Denial of * Killing of user threads * Disruptive Difficult to prevent
Service * Flooding machine with bogus | ®* Annoying
requests e Prevent user from getting work
* Filling up disk or memory done
* Isolating machine by DNS
attacks
Authentication | ® Impersonation of legitimate * Misrepresentation of user Cryptographic
users * Belief that false information techniques
¢ Data forgery is valid
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TLS Record Protocol Operation

Application data
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Figure 17.3 TLS Record Protocol Operation
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Handshake Protocol Action

Spring 2025

Time

Client

Server
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Phase 1

Establish security capabilities, including
protocol version, session 1D, cipher suite,
compression method, and initial random
numbers.
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Phase 2

Server may send certificate, key exchange,
and request certificate. Server signals end
of hello message phase.
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Phase 3

Client sends certificate if requested. Client
sends key exchange. Client may send
certificate verification.
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Phase 4
Change cipher suite and finish
handshake protocol.

Note: Shaded transfers are
optional or situation-dependent

messages that are not always sent.




TLS Handshake Protocol Message Types

Message Type Parameters

hello_request null

client_hello version, random, session id, cipher suite, compression method
server _hello version, random, session id, cipher suite, compression method
certificate chain of X.509v3 certificates

server_key_exchange parameters, signature

certificate_request type, authorities

server_done null

certificate_verify signature

client_key_exchange parameters, signature

finished hash value
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Why Hello?

* Why client & server send hello and don’t use fixed protocols?
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SSL/TLS History

SSL 1.0 SSL 3.0 TLS 1.1 TLS 1.3

Netscape Netscape |ETF, RFC 4346

IETF, RFC 8446
= Never went Public = Complete Redesign

= [mprove protection = |Improve Security
against attacks » Drop unsecure features
= Add new Ciphers Suites

1999 2008

n/a 1996 2000

SSL 2.0 TLS 1.0 TLS 1.2

Netscape IETF, RFC 2246 IETF, RFC 5246

= Lots of Security Flaws = ClosetoSSL 3.0 = |mprove Security

= Support Extensions
= Add new Ciphers
Suites
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SSL/TLS Usage

SSL TLS
T sstverson | saws | Tisvemon | saws

SSL1.0 Never Released TLS 1.0 Dead/Deprecated

SSL 2.0 Dead/Deprecated TLS1.1 Dead/Deprecated

SSL 3.0 Dead/Deprecated TLS 1.2 Currently Used
TLS13 Currently Used
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Relative Location of Security Facilities in the
TCP/IP Protocol Stack

HTTP FTP SMTP

HTTP FTP SMTP SMTP | HTTP

TCP TCP UDP TCP

(a) Network level (b) Transport level (c) Application level

Spring 2025 Applied Data & Network Security 12/21




SSH



Remote Access

* We need remote access protocols to access remote servers.
* Telnet, SSH, RDP, VNC, ... are remote protocols.

* Telnet, SSH are command line protocols.

* RDP, VNC hash GUI.
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Secure Shell - SSH

* SSH is a cryptographic network protocol that allows secure
access to a computer over an unsecured network.

SSH CLIENT SSH SERVER

v
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SSH Demo

PS C:\Windows\system32>
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SSH Transport Layer Protocol Packet Exchanges

Client Server

=

Establish TCP Connection
SSH-protoversion-softwareversion
Identification string *
exchange SSH-protoversion-softwareversion
SSH_MSG_KEXINIT
Algorithm >
negotiation SSH_MSG_KEXINIT
Key Exchange
SSH_MSG_NEWKEYS
End of >
key exchange SSH_MSG_NEWKEYS
Service SSH_MSG_SERVICE_REQUEST
request -
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Connection via SSH tunnel

Spring 2025
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Figure 1712 SSH Transport Layer Packet Exchanges
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RDP: Remote Desktop Connection
* RDP is for windows OS.

* Provides a user with GUI to another computer over a network.
* We need RDP client & RDP server. e
« RDP default port is 3389 |

& remote Desktop Connection

Remote Desktop
» Connection

Example. computer.fabrikam.com

Computer:

User name: None specified

The computer name field is blank. Enter a full remote
computer name.

¥ | Show Options | Connect Help
i
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VNC: Virtual Network Computing

* |s a graphical desktop-sharing system to remotely control another
computer.

* VNC works on Linux and Windows. * | P o . -
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Security

* RDP: Built-in encryption and security features

* VNC: No built-in encryption; requires secure tunneling (e.g., SSH)
* MiTM Attack is possible for both.

* There are other remote protocols.
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