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Symmetric encryption

* Same key for Encryption & Decryption

Symmetric Encryption
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Asymmetric encryption

Asymmetric Encryption
* Public Key for encryption

* Private Key for decryption /? \'
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Hash Function

* One-way function

* Map data of arbitrary size to fixed-size values
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Alice

Digital Signature
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PKI Scenario
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How PKI Enables Secure Website Connections

1. Client Opens a New TCP Connection & Says

: e
Hello to the Website's Server
[Ceieta )]
B < = e
i e ]
Website User 2. Server Sends Its SSL/TLS Certificate SSL/TLS Web Server

Certificate

D

3. Client Verifies the Server's ID, Continues Establishing Connection

< p

4. Client & Server Exchange Key Info to a Create Secure Session

—_—

5. Client & Server Exchange Data Securely Using HTTPS
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PGP



File encryption

* We want encrypt a file and send it via Email.

* Using Symmetric encryption
v'Fast
v'No limit on file size
s Key share problem!

* Using Asymmetric encryption
v'Public/Private Key is safe.
*»*File size limit (file must be smaller than key size)
**Slow encryption

oWhat we must do?
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Pretty Good Privacy - PGP

* Generate random symmetric key K1.

* Encrypt file with K1.

* Encrypt K1 with public key.

* Send encrypt file and Encrypted K1 to receiver.

Pretty Good Privacy

PGP
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PGP Process
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PGP Process

Encrypt data using

&
- -
O session key & —
Data S Encrypted data E

Bob encrypts

()
l

———————————————————————————————————— Encrypted

_% Z“D message

Encrypted key

Generate
session key

Encrypt key using
receiver’s public key
ECC or RSA

V

Session key

O = Encrypted data — [3
~ 2 — B

o E—— .

Encrypted

1 ]
message b o b N E Decrypt using receiver’s E 3
Alice decrypts ! private key ECCor RSA !
] |
Eyptedikey Session key

Spring 2025 Applied Data & Network Security 14/18




AmnRo

* AmnRo (9 :!) is a PGP encryption tool.
* https://github.com/amnban/amnro
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PGP key distribution

* Give key directly to sender.

* Use public servers like:
* https://pgp.mit.edu/
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PGP History

* Develop by Phil Zimmermann in 1991.
* OpenPGP standard (RFC 4880).
* No longer classified as a non-exportable weapon!
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How PGP encryption works visually

Encrypt Decrypt

— T Generate
Random
_ Key

Data mO| TlakvAQkcCu2u Encrypted Message
I / Random Key

I,/

-
Encrypt data Encrypt key q4fzNeBCRSYqv

using random using receiver's
gkey public key Encrypted Key
RSA Decrypt using
receiver's
privale key
k E— RSA
= (o
* 4 izNeBCRSYqv ata mO| TlakvAQkCu2u
Data Encrypted Key

W_J Decrypt da
using key

Encrypted Message

Spring 2025 Applied Data & Network Security



	Default Section
	Slide 1: Data & Network Security

	Recap
	Slide 2: Recap
	Slide 3: CIA Triangle
	Slide 4: Symmetric encryption 
	Slide 5: Asymmetric encryption 
	Slide 6: Hash Function 
	Slide 7: Digital Signature
	Slide 8: PKI Scenario
	Slide 9: PKI

	PGP
	Slide 10: PGP
	Slide 11: File encryption 
	Slide 12: Pretty Good Privacy - PGP 
	Slide 13: PGP Process
	Slide 14: PGP Process
	Slide 15: AmnRo 
	Slide 16: PGP key distribution 
	Slide 17: PGP History 
	Slide 18: How PGP encryption works visually


