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Cryptographic key management

• Cryptographic key algorithms depends on the protection of the 
cryptographic keys.

• All keys need to be protected against modification.
• Secret and private keys need to be protected against disclosure
• Cryptographic key management is the process of administering or 

managing cryptographic keys for a cryptographic system.
• It involves the generation, creation, protection, storage, exchange, 

replacement.
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Symmetric Key Distribution Using Symmetric Encryption

1. A can select a key and physically deliver it to B.
2. A third party can select the key and physically deliver it to A & B.
3. If A & B have previously and recently used a key, one party can 
transmit the new key to the other, encrypted using the old key.
4. If A & B each has an encrypted connection to a third party C, C 
can deliver a key on the encrypted links to A and B. 
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Symmetric Key Distribution Using Asymmetric Encryption
1. A generates a public/private key pair {PUa, PRa} and transmits a message to B 
consisting of PUa and an identifier of A, IDA.
2. B generates a secret key, Ks, and transmits it to A, which is encrypted with A’s
public key.
3. A computes D(PRa, E(PUa, Ks)) to recover the secret key. Because only A can 
decrypt the message, only A and B will know the identity of Ks.
4. A discards PUa and PRa and B discards PUa.
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Another MitM Attack
1. A generates a public/private key pair {PUa, PRa} and 
transmits a message for B consisting of PUa and an 
identifier of A, IDA.
2. D intercepts the message, creates its own public/private 
key pair {PUd, PRd} and transmits PUd } IDA to B. 
3. B generates a secret key, Ks, and transmits E(PUd, Ks).
4. D intercepts the message and learns Ks by computing 
D(PRd, E(PUd, Ks)).
5. D transmits E(PUa, Ks) to A. 

The result is that both A and B know Ks and are 
unaware that Ks has also been revealed to D .
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Secret Key Distribution with Confidentiality and Authentication
1. A uses B’s public key to encrypt a message to B containing an identifier of A(IDA) 
and a nonce (N1), which is used to identify this transaction uniquely.
2. B sends a message to A encrypted with PUa and containing A’s nonce (N1) as well 
as a new nonce generated by B (N2). Because only B could have decrypted message 
(1), the presence of N1 in message (2) assures A that the correspondent is B.
3. A returns N2, encrypted using B’s public key, to assure B that its correspondent is A.
4. A selects a secret key Ks and sends M = E(PUb, E(PRa, Ks)) to B. Encryption of this 
message with B’s public key ensures that only B can read it; encryption with A’s private 
key ensures that only A could have sent it.
5. B computes D(PUa, D(PRb, M)) to recover the secret key.
The result is that this scheme ensures both confidentiality and authentication in the 
exchange of a secret key. 
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Distribution Of Public Keys

• Public announcement
• Publicly available directory
• Public-key authority
• Public-key certificate
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X.509
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X.509
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Real Example
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Public-key Infrastructure

• NIST SP 800-32 (Introduction to Public Key Technology and the 
Federal PKI Infrastructure) defines a public-key infrastructure (PKI)

1. Any participant can read a certificate to determine the name and 
public key of the certificate’s owner.
2. Any participant can verify that the certificate originated from the 
certificate authority and is not counterfeit.
3. Only the certificate authority can create and update certificates.
4. Any participant can verify the currency of the certificate. 
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PKI Scenario



Key Management in Action
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SSL
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Get SSL Certificate for a website

1. Setup a WebServer. e.g: Apache, IIS, Nginx, …
2. Generate self sign cert and test server config
3. Create CSR
4. Give CSR to RA

• Free RA: Let’s Encrypt, sslforfree, zerossl, …
• Paid RA: Comodo, Namecheap, Certum, …

5. Get sign cert files from RA
6. Install cert on server
7. Renew after expiration

• Free certs about 180 days
• Paid certs 365 days
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Get SSL Certificate for website - Tips

• Let’s Encrypt issues certificates through an ACME protocol.
• Free and paid have same functionality.
• Certificate security depends on web server config not cert!
• Free management is harder because of short lifetime
• In no-Internet environments we must use paid certificates.
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Example
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Example
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Example
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Example

• Windows certificate store
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Wildcard vs Single cert

• Single is for 1 domain
• mydomain.com

• Wildcard is for all subdomains
• news.kish.ac.ir
• It.kish.ac.ir
• mail.kish.ac.ir
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Other usage

• We can use valid certificate for
• Email
• Database connection
• Remote desktop
• And my other 
• User Authentication
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