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Digital Signatures
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Why digital signature?

•  Certain that the message is indeed from him/her.
• Bob uses hash function, to generate a hash value for the message. 
• Encrypt hash with his private key.

• Can’t make fake message and assign to sender.
• Sender can’t deny send message!
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Digital Signature
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Digital Signature properties

• It must verify the author and the date and time of the signature.
• It must authenticate the contents at the time of the signature.
• It must be verifiable by third parties, to resolve disputes.
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Digital Signature Requirements
•  The signature must be a bit pattern that depends on the message 

being signed.
•  The signature must use some information only known to the sender 

to prevent both forgery and denial.
•  It must be relatively easy to produce the digital signature.
•  It must be relatively easy to recognize and verify the digital signature.
•  It must be computationally infeasible to forge a digital signature, 

either by constructing a new message for an existing digital signature 
or by constructing a fraudulent digital signature for a given message.

• It must be practical to retain a copy of the digital signature in storage.
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Digital Signature properties

• It must verify the author and the date and time of the signature.
• It must authenticate the contents at the time of the signature.
• It must be verifiable by third parties, to resolve disputes.
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Digital Signature usage

• Sign iso images
• Sign packages
• Sign updates
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The DSA standard

• NIST has published Federal Information Processing Standard FIPS 
186, known as the Digital Signature Algorithm (DSA). 

• The DSA makes use of the Secure Hash Algorithm (SHA).
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Compare
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DSA Components
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Elliptic Curve Digital Signature Algorithm

• The 2009 version of FIPS 186 includes a new digital signature 
technique based on elliptic curve cryptography, known as the 
Elliptic Curve Digital Signature Algorithm (ECDSA).
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Overview of the process in ECDSA
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ECDSA



Post-quantum Cryptography
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Quantum computing

• A quantum computer is a computer that exploits quantum 
mechanical phenomena.
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Post-quantum Cryptography

• Post-quantum cryptography is concerned with the development of 
cryptographic algorithms that are secure against the potential 
development of quantum computers.

• Quantum computing is based on the representation of 
information in a form analogous to the behavior of elementary 
particles in quantum physics. 
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Post-quantum
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Post-quantum
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Post-quantum
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