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Hash Function

• A hash function H accepts a variable-length block of data M as 
input and produces a fixed-size result h = H(M)
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Applications Of Hash Functions

• Check integrity of message
• Check message not changed in 

transfer
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Sniff

• Just listen to message
• No change!
• It’s a passive attack
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Man-in-the-middle attack

• Change the original message
• It’s an active attack
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Attack Against Hash Function
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Requirements for a Cryptographic Hash 
Function H
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Secure Hash Algorithm (SHA)
• SHA was developed by NIST - 1993
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Applications Of Hash Functions

• Message authentication is achieved using a message 
authentication code (MAC).

• File Integrity check.
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File integrity check
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Message authentication code (MAC)

• A function of the message and a secret key that produces a fixed-
length value that serves as the authenticator.
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Message Authentication Code - MAC

• The message plus MAC are transmitted to the intended recipient.
• The recipient performs the same calculation on the received 

message, using the same secret key, to generate a new MAC.
• The received MAC is compared to the calculated MAC.
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MACs BASED ON HASH FUNCTIONS: HMAC
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