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Modern Cryptography



Advanced Encryption Standard (AES)

* In 1997 NIST- National Institute of Standards and Technology start
competition.

* Submited designs: CAST-256, CRYPTON, DEAL, DFEC, E2, FROG,
HPC, LOKI97, MAGENTA, MARS, RC6, Rijndael, SAFER+, Serpent,
and Twofish.

* |In 2000, NIST announced that Rijndael had been selected.
* AES Published by the NIST in 2001
* AES is a symmetric block cipher
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https://en.wikipedia.org/wiki/CAST-256
https://en.wikipedia.org/wiki/CRYPTON
https://en.wikipedia.org/wiki/DEAL
https://en.wikipedia.org/wiki/DFC_(cipher)
https://en.wikipedia.org/wiki/E2_(cipher)
https://en.wikipedia.org/wiki/FROG
https://en.wikipedia.org/wiki/Hasty_Pudding_cipher
https://en.wikipedia.org/wiki/LOKI97
https://en.wikipedia.org/wiki/MAGENTA
https://en.wikipedia.org/wiki/MARS_(cipher)
https://en.wikipedia.org/wiki/RC6
https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://en.wikipedia.org/wiki/Secure_and_Fast_Encryption_Routine
https://en.wikipedia.org/wiki/Serpent_(cipher)
https://en.wikipedia.org/wiki/Twofish
https://en.wikipedia.org/wiki/Rijndael
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Figure 6.1 AES Encryption Process
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AES

* The Design of Rijndael book

* Joan Daemen
* Vincent Rijmen
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Why AES is transparent?

* Kerckhoffs's principle

* cryptosystem should be secure, even if everything about the system,
except the key, is public knowledge.

+

* Security through obscurity

* is concealing the details or mechanisms of a system to enhance its
security
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Why AES is transparent?
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AES

. Number of Encryption/Decryption

Assuming 1 billion keys tested per second, it

S 2l AR would take about 10”21 years. =
AES-192 27192=6.3x1057 Same assumption as above. Medium
AES-256 27256=1.1x1077 Same assumption as above. Slow

* Postqguantum computers can break it faster!
* We should use postquantum algorithms?!
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Bob & Alice!
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Symmetric vs Asymmetric Encryption

* Symmetric

« Same key for encryption & decryption Symmetric Cryptography
* Asymmetric e
* Different Keys for encryption & decryption . .
Plain Text ::::;;::: Cipher Text g:: rr:tplfi:: Plain Text

Asymmetric Cryptography

68 0 a6

Plain Text Public Key Cipher Text Private Key Plain Text
Encryption Decryption
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Public & Private Key

* Public Key

* Used for encryption
* |s public
* Shared

* Private Key
* Used for decryption

—()
* |s private .e

* Not shared ee Vs .
* PU, is public key of person A e ( ) (i

* PR, is private key of person A
Symmecric AsSymmecric
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Encryption with public key

PU, Alice’s public PR, Alice's private
key key
L L
= Transmitted A= —_—
——— M n ciphertext a DIPE, Y] | ===
— ¥ = ]’5'_.""{'!I| _"!.'I —
Plaintext Flaintext
inﬂmu{;x Encryption algorithm Decrvption algorithm ;t::l E:
g (e.g.. RSA) P
~ T o — Y
Bob (a) Encryption with public key Alice
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Encryption with private key — not common

20

PR, | Bob's private PU, | Bob's public
key key
Y
_ X Transmitted X ,= ———
- ciphertext DIPU,, Y| ==
- —) L — —
=—— a Y = E|PR;, X] e S
Plaintext Plaintext
i‘;lnll')‘lltt‘L Encryption algorithm Decryption algorithm 0‘:::;);:
(e.g., RSA)

e an ez ol TR —

Bob (b) Encryption with private key Alice
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RSA

* RSA (Rivest-Shamir-Adleman) is a public-key cryptosystem
* publicly described in 1977 in MIT
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How it works?

Encryption Decryption

Plaintext
88

Plaintext
88

PU=T7, 187 PR =123 187

Figure 9.5 The RSA Algorithm
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Compare

e Symee | et

Encryption Session Key Public key
Decryption Session Key Private key
Speed Faster Slower
Key exchange challenge Yes No
Message Length No limit Limited to key length

3DES,AES, CAST, Two Fish,

Blowfish, ChaCha20 RSA, El Gamal, DSA, ECDSA

Common Algorithms
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Difflie—-Hellman Key Exchange

* The purpose of the algorithm is to enable two users to securely
exchange a key that can then be used for subsequent symmetric
encryption of messages.

* The scheme was published by Whitfield Diffie and Martin Hellman
in 1976. I

Spring 2025 Applied Data & Network Security



Difflie—-Hellman Key Exchange

%

Alice

Alice and Bob share a

prime number ¢ and an
integer a, such that @ < ¢ and
« is a primitive root of ¢

Alice generates a private
key X4 such that X4 < ¢

Alice calculates a public
key Y4 = a¥X4mod ¢

Alice receives Bob's
public key Y B in plaintext

Alice calculates shared
secret key K = (Yg)X4mod ¢

T
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Difflie—-Hellman Key Exchange

Agree upon two numbers:

P Prime Number 13
G Generatorof P 6

Private = 5 : Private = 4
[ Randomly generate a Private Key ]

;\5 MOD ) 4 N\ @ A4 D @
(6"7) i Calculate Public Key: (6~™) MoD 13
(7776) MOD 13 DRivats (1296) MOD 13

Public = 2 i ) MOD P | Public = 9
Exchange Public Keys

Calculate the Shared Secret
(Shared Public~Privatey yop p

(2~%) Mop 13
(16) MOD 13
Shared Secret = 3

S
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(9~°) MOD 13
(59049) MOD 13
Shared Secret = 3

. A
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Forward Secrecy

* Forward Secrecy (FS), also known as perfect forward secrecy
(PFS)

* is a feature of specific key-agreement protocols that gives
assurances that session keys are different!
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No Forward Secrecy

Day 1

Encrypted Data with key

Day 2

Encrypted Data with key

Day 3

Encrypted Data with key

Find Key!
Can read previous days data

s’h
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Forward Secrecy

Day 1

Encrypted Data with key Day 1

Day 2

Encrypted Data with key Day 2

Day 3

Encrypted Data with key Day 3

Find Key Day3
Just can read Day3 data!
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ElGamal encryption

 ElGamal encryption system is an asymmetric key encryption
algorithm for public-key cryptography which is based on the
Diffie—-Hellman key exchange.

* ElGamal encryption is used in the free GNU Privacy Guard
software, recent versions of PGP.

* It was described by Taher El-Gamal in 1985.
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https://en.wikipedia.org/wiki/GNU_Privacy_Guard
https://en.wikipedia.org/wiki/Pretty_Good_Privacy

Compare
Featwre  [RSA __|Diffie-Heliman ___ [EGamal

Type Asymmetric encryption Key exchange Asymmetric encryption
Key Generation Sewad @ e lanEs Diimes Based on a large prime Based on a large prime
and generator and generator

Secure data transmission, Secure data transmission,
Use Case . . Secure key exchange . .

digital signatures digital signatures

. i Difficulty of factoring large Difficulty of discrete Difficulty of discrete

Security Basis . . :

composite numbers logarithm problem logarithm problem

Slower than RSA for
encryption; larger
ciphertext

Slower; used for small data or Generally faster for key

Performance :
key encryption exchange

Commonly 2048 bits or Commonly 2048 bits or

Key Size Commonly 2048 bits or more
more more

Main Disadvantage S.lower performance, larger key  Only for-key exchange, not Slower performance,
sizes encryption larger ciphertext
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Public Key Usages

* Encryption
* Digital sign
* Key Distribution
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